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COMMUNICATION SYSTEM

TECHNICAL FIELD

[0001] The disclosure relates to a communication system.
BACKGROUND
[0002] Although applicable to any type of metering system, the present disclosure

will mainly be described in conjunction with electrical power metering devices.

[0003] Electrical power consumption of electrical installations in industrial or resi-
dential buildings may be measured or metered locally and may then be documented

by employees of electricity providers.

[0004] Alternatively, the local power meters may transmit the measured power
consumption to a central server electronically via a respective network connection.
However, such electronic data transmission makes strong security measures manda-
tory to prevent data falsification during the transmission of the measured power con-

sumption to the central server.

[0005] Such communication networks are consequently difficult to set up.
[0006] Accordingly, there is a need for an improved metering system.
SUMMARY

[0007] The above-stated problem is solved by the features of the independent
claims. It is understood, that independent claims of a claim category may be formed

in analogy to the dependent claims of another claim category.
[0008] Accordingly, it is provided:

[0009] A communication system comprising at least one metering communication
adapter, the metering communication adapter comprising a local meter interface con-

figured to communicatively couple to a metering element, and to receive metering
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data from the metering element, and comprising a first communication interface con-
figured to output the metering data received from the metering element, and a con-
centrator unit comprising a second communication interface configured to receive the
metering data output by the at least one metering communication adapter, and com-

prising a local interface configured to output the received metering data.
[0010] Further, it is provided:

[0011] A data communication method comprising receiving metering data from at
least one metering element via a local meter interface, outputting the metering data
received from the metering element via a first communication interface, receiving the
metering data with a second communication interface, and outputting the received

metering data via a local interface.
[0012] Further, it is provided:

[0013] A non-transitory data carrier comprising instructions that when executed
by a processor, especially a processor of a metering communication adapter in a
communication system according to the present disclosure, cause the processor to

perform the functions of the metering communication adapter.
[0014] Further, it is provided:

[0015] A non-transitory data carrier comprising instructions that when executed
by a processor, especially a processor of a concentrator unit in a communication sys-
tem according to the present disclosure, cause the processor to perform the func-

tions of the concentrator unit.

[0016] The present disclosure is based on the finding that local legal require-
ments may force electricity providers to install a secure communication device locally
at every single power meter. For example, the German legal requirements require a
so-called smart meter gateway, SMGw, to be installed at every single power meter
(so-called mME, moderne Messeinrichtung) if the power meter readings are to be
transmitted electronically to the electricity providers, e.g., for performing the invoicing.
However, installing a single SMGw for every power meter increases the costs for the

electricity providers. Such costs may not always be passed on to the customers.
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[0017] German regulations regarding SMGws are, for example, provided in the
standard document “Smart Meter Gateway PTB-A 50.8".

[0018] The BSI guidelines are specified for smart meter gateways (SMGw) as the
central interface to the Internet. (BSI TR-03109[-1])

[0019] Further, MMEs send data telegrams with values for instantaneous power,
energy consumption, etc. at periodic intervals via a serial interface. Two interfaces
are specified for this purpose: The INFO-DSS, which is accessible to the end cus-
tomer (consumer), and the MSB-DSS. The MSB-DSS also serves as a configuration
interface for configuring the mME. This interface is not specified for all manufactur-
ers, meaning that a separate communication adapter is required for each meter type
in order to be able to communicate with the mME. The INFO-DSS, on the other hand,
is standardized across manufacturers and is always implemented on the front of the

device, for example.

[0020] Currently, only the MSB interface is used for billing by the metering point
operator, as the data provided by the mME in this way is already encrypted. In order
to be able to transmit the data to an SMGw or another radio base station, the data
transmitted by the interface of the mME must be translated into an LMN-compatible
protocol in a so-called communication adapter. This communication adapter is speci-
fied in [PTB-A 50.8 of December 2014] and thus enables the connection of an mME
to a local LMN. This means, for example, that all mMEs in an apartment building can
be connected wirelessly to an SMGw. However, due to the short range of an LMN-
compatible radio standard (e.g. 10m for wM-Bus), the number of mMEs that can be
connected to an SMGw is severely limited. This means that e.g., only all mMMEs on

one floor can be connected to one SMGw.

[0021] However, since the connection and installation costs of an SMGw (or a ra-
dio base station in general) are very high, it should be possible to connect as many
mMEs as possible to an SMGw in order to keep the costs for operation and meter

reading low. However, this is not possible with the current technology.

[0022] The present disclosure, therefore, provides the communication system
that may serve as a kind of intermediary between multiple power meters and a single
SMGw.
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[0023] To this end, the communication system comprises at least one, especially
multiple, metering communication adapters that communicate with a single concen-

trator unit.

[0024] Each one of the metering communication adapters comprises a local me-
ter interface. The local meter interface serves for communicatively coupling the re-

spective metering communication adapter to a metering element. The metering ele-
ment may be any kind of metering element, for example, a power meter. Other me-

ters, like water meters or heat meters, are also possible.

[0025] In addition, each one of the metering communication adapters comprises
a first communication interface that communicatively couples the metering communi-
cation adapters to the concentrator unit that comprises a respective second commu-

nication interface.

[0026] The number of metering communication adapters supported by the com-
munication system is only limited by the capacity of the concentrator unit and the
SMGw, and the communication interface between the single metering communica-

tion adapters, and the concentrator unit.

[0027] During the operation of the communication system, the metering commu-
nication adapters each receive metering data from the respective metering element
via the local meter interface. The metering communication adapters then transmit the

received metering data via their first communication interface to the concentrator unit.

[0028] The metering communication adapters may serve as a so-called “meas-
urement system component communication adapter” (“Messsystemkomponente
Kommunikationsadapter” as described in chapter 6 of the standard document “Smart
Meter Gateway PTB-A 50.8”" of December 2014. The metering communication adapt-
ers may, consequently, be registered in respective smart meter gateways as commu-

nication adapters prior to transmitting the metering data.

[0029] A single concentrator unit may receive the metering data from a plurality of
metering communication adapters. Via the local interface, the concentrator unit may
then provide the acquired metering data from the plurality of metering communication

adapters to a single receiver, e.g., an SMGw.
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[0030] Consequently, instead of installing a plurality of smart meter gateways, the
electricity provider may install a single smart meter gateway for a plurality of power
meters and use the communication system according to the present disclosure for

coupling multiple power meters to a single smart meter gateway.

[0031] The communication between the metering communication adapters, and
the concentrator unit is transparent to the metering element, and the receiver of the
metering data e.g., the SMGw. In such a case, the communication system may be
seen as a kind of range extension and accumulator for a local communication be-

tween the metering element and the SMG.

[0032] The communication system according to the present disclosure may be
used to bridge large distances in the so called local metrological network, LMN, ac-
cording to standard document “Smart Meter Gateway PTB-A 50.8” (also according to
BSI TR0O3109-1 S. 49: Optionales unidirektionales Protokoll mit Crypto).

[0033] Further embodiments of the present disclosure are subject of the further

dependent claims and of the following description, referring to the drawings.

[0034] It is a task of the present disclosure, as described above, to realize a com-
munication adapter, herein called the communication system, especially by means of
long-range radio in order to increase the radio range of mMME and other meters and to
drastically increase the number of MME per SMGw and thus reduce the costs of con-

nection and installation to a minimum.

[0035] The aforementioned task is solved according to the disclosure by a com-
munication adapter, also called the metering communication adapter herein, in partic-
ular for the smart connection of consumption meters by means of long-range radio, in

particular LoORaWAN and mioty.

[0036] The invention comprises a communication adapter, in particular for the
smart connection of consumption meters, also called metering units herein, by
means of long-range radio, in particular LoRaWAN and mioty, wherein the range of
the communication link between base station, also called concentrator unit herein, in
particular with SMGw, and a consumption meter or smart meter (mME), also called

metering unit herein, is increased by securely connecting a communication adapter
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for consumption meters, in particular according to PTB, by means of long-range radio

with network protocol.

[0037] This solution is particularly advantageous in that the communication
adapter or system according to the invention increases the radio range of mMME and
other meters and drastically increases the number of mMME per SMGw and minimizes

the costs of connection and installation.

[0038] According to an embodiment of the present disclosure, a communication
adapter or system is provided, wherein it is separated into two physical parts, meter
side, also called metering communication adapter, and SMGw (LMN-side) or base
station side, also called concentrator unit, and the security of the network protocol is
improved by using an inner end-to-end encryption or signature in addition to the outer

transport encryption.

[0039] According to a further embodiment of the present disclosure, the commu-
nication adapter or system is provided, wherein only the register values and not the
register identifiers of a data telegram can be encrypted or signed in the internal en-
cryption or signature in order to generate a compact and easily analyzable data tele-

gram with undiminished security.

[0040] Furthermore, according to one embodiment of the present disclosure, the
communication adapter or system is provided, whereby the communication adapter
fulfills the functionality of a sub-metering and control unit, in particular according to
BSI regulations, so that in addition to consumption meters, any other device can also

be connected.

[0041] In order to make a rollout as flexible as possible, it should also be possible
to use the INFO-DSS for the communication adapter in order to provide a manufac-
turer-independent solution. However, the data must be transmitted in encrypted form,

which is another innovation.

[0042] Further embodiments of the present disclosure are subject of the further

dependent claims and of the following description, referring to the drawings.

[0043] In the following, the dependent claims referring directly or indirectly to

claim 1 are described in more detail. For the avoidance of doubt, the features of the
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dependent claims relating to independent claim 1 can be combined in all variations
with each other and the disclosure of the description is not limited to the claim de-
pendencies as specified in the claim set. Further, the features of the dependent
claims referring to independent claim 1 may be combined with any of the features of
the other independent claims or the dependent claims relating to any one of the other
independent claims. In a respective method, respective method steps may perform
the function of the respective apparatus elements, and in a respective apparatus, re-

spective apparatus elements may perform the respective method steps.

[0044] In an embodiment, which can be combined with all other embodiments
mentioned above or below, the local meter interface may comprise at least one of an
optical interface, an infrared optical interface, a character-based optical interface, a

reed-switch-based interface, a wired interface, and a wireless interface.

[0045] A metering element may comprise at least one of multiple possible types

of interfaces.

[0046] The local meter interface may comprise any adequate type of optical,
wired or wireless interface for receiving the metering data from the metering element.
An optical interface may comprise any visible or non-visible light data transmission

interface, like an infrared interface.

[0047] Another type of optical interface may comprise a character-based optical
interface. Such an interface may comprise a camera that acquires an image of a
character-based metering data indicator of the metering element. The character-
based optical interface may comprise an OCR function to convert the metering data

provided in the image into digital data to be transferred to the concentrator unit.

[0048] A reed-switch-based interface may comprise a reed-switch that is cycli-
cally closed by a magnet that is provided by the metering element or an electrical

contact which is cyclically closed by another mechanical provision.

[0049] Other types of interface for coupling the metering communication adapters

to the metering elements may comprise wired or wireless data interfaces.

[0050] In embodiments, the local meter interface may be adapted to communica-

tively couple to a metering element via a so-called INFO-DSS interface or via a so-
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called MSB-DSS interface. The INFO-DSS interface, and the MSB-DSS interface in
this context refer to protocol level interfaces. While they may use an infrared physical

interface, any other physical interface may also be used.

[0051] The INFO-DSS interface is used by the metering element to periodically
output a respective meter reading or respective metering data. The MSB-DSS inter-
face may periodically output the same data, but may also be used to provide configu-

ration data to the metering element.

[0052] While the INFO-DSS interface is a standardized interface (e.g., according
to VDE FNN Lastenheft Basiszahler; and alos in: VDE FNN Lastenheft EDL: El-
ektronische Haushaltszahler: Funktionale Merkmale und Protokolle), the physical de-
sign MSB-DSS interface is not standardized. Every manufacturer of metering ele-
ments may define a respective MSB-DSS interface (e.g., an Ethernet port, wire termi-
nals, etc.). As indicated above, the local meter interface may be adapted to com-

municate via any of such vendor-defined MSB-DSS interfaces.

[0053] In embodiments, the local meter interface may comprise multiple different
physical interfaces. The local meter interface may e.g., comprise the main metering
interface for reading or acquiring the metering data from a metering element. The lo-
cal meter interface may comprise further interfaces, also called sub-metering inter-

face, for acquiring data from other elements, also called sub-metering units.

[0054] The main metering interface may serve e.g., for acquiring the metering
data from power meters, water meters, gas meters, and the like. The sub-metering
interface may serve to acquire data from sub-ordinate metering elements, like power

meters or heat meters in single apartments of a building.

[0055] In a further embodiment, which can be combined with all other embodi-
ments mentioned above or below, the first communication interface and the second
communication interface may comprise one of a wired data interface, a wireless data
interface, a LoORaWAN interface, a mioty interface, a wireless sub-GHz interface, a

WiFi interface, and a Bluetooth interface.
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[0056] The first communication interface, and the second communication inter-
face both server to bridge larger distances between the multiple metering communi-
cation adapters and the final receiver of the metering data e.g., a smart meter gate-

way.

[0057] While any type of physical interface may be used for the first communica-
tion interface, and the second communication interface, in embodiments, a wireless

sub-GHz interface, like a LoRaWAN or a mioty interface, may be used to provide a

low power consumption interface that may bridge large distances with minimal instal

lation effort.

[0058] In another further embodiment, which can be combined with all other em-
bodiments mentioned above or below, at least one metering communication adapter
may further comprise a first cryptographic module coupled between the local meter
interface and the first communication interface, wherein the first cryptographic mod-
ule may be configured to cryptographically encrypt the received metering data and
provide the cryptographically encrypted metering data to the first communication in-

terface for transmission to the concentrator unit.

[0059] The metering data provided by the metering element may already be en-
crypted. This may e.g., be the case for the above-mentioned MSB-DSS interface,
while the INFO-DSS interface may (but necessarily needs to) provide the metering

data in an unencrypted form.

[0060] Improved security of the data transmission may especially be required if
an interface, like the MSB-DSS interface, is also used for configuring the metering el-
ement. Further, such an improved security of the data transmission may also be re-
quired according to local legislation. In Germany, such an improved security is e.g.,
required according to the standard documents “PTB-A 50.8” from December 2014
and the “BSI TR-03109 series”.

[0061] If an improved security is required for the data transmission, the metering
communication adapters may be provided with the first cryptographic module. The
first cryptographic module may receive the metering data from the local meter inter-

face, cryptographically encrypt the received metering data, and provide the encrypted
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metering data back to the local meter interface or to the first communication interface

for transmission to the concentrator unit.

[0062] It is understood, that the encryption may be performed such that a receiver
of the encrypted metering data, that not necessarily needs to be the concentrator
unit, may decrypt the metering data for further processing. The first cryptographic
module may e.g., be configured to cryptographically encrypt the metering data such
that only receiver that is provided with the metering data by the concentrator unit may
decrypt the cryptographically encrypted metering data. The concentrator unit in such

embodiments has no access to the cryptographically encrypted metering data.

[0063] The first cryptographic module may comprise any kind of adequate ele-
ment, like module in a processor or controller that is already present in the local me-

ter interface.

[0064] In a further embodiment, which can be combined with all other embodi-
ments mentioned above or below, the local meter interface may be configured to re-
ceive data packages comprising meta data and measurement data, and the first
cryptographic module may be configured to at least one of perform a single encryp-
tion of the measurement data and the meta data, or perform a first encryption of the
measurement data, and a second encryption of the encrypted measurement data

and the meta data.

[0065] The term “meta data” may refer to any data that allows to identify the na-
ture of the measurement data, the source of the measurement data, or any other in-
formation regarding the measurement data. The term “measurement data”, in con-

trast, refers to the actual value measured by the metering element.

[0066] In embodiments, the measurement data in the data package may already
be encrypted by the respective metering element. In such cases, no further encryp-

tion of the metering data is required.

[0067] In other cases, the metering data may be provided in an unencrypted
form. In such embodiments, the first cryptographic module may first encrypt the
measurement data, and then encrypt the encrypted measurement data together with

the meta data.

10
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[0068] In embodiments with double encryption, the fully encrypted data package
may be decrypted in the receiver to retrieve the meta data. At the same time, the
content of the measurement data will still be encrypted. This allows analyzing the
meta data and processing the data package accordingly, without allowing the meas-
urement data to be accessed. The meta data may e.g., allow to identify the nature of
the measurement data, and to store the measurement data accordingly. For exam-
ple, the meta data may identify the measurement data as power measurement of a
specific power metering element. The respectively encrypted measurement data may

then be stored accordingly in encrypted form.

[0069] The data e.g., keys, for decrypting the measurement data may e.g., only

be available to respectively authorized entities.

[0070] In another further embodiment, which can be combined with all other em-
bodiments mentioned above or below, the concentrator unit may further comprise a

second cryptographic module coupled between the second communication interface
and the local interface, wherein the second cryptographic module may be configured
to cryptographically decrypt the received metering data and provide the cryptograph-

ically decrypted metering data to the local interface.

[0071] As explained above, improved security of the data transmission of the me-
tering data may be required in applications. This requirement may in embodiments
apply to the transmission of data between the metering communication adapters and

the concentrator unit.

[0072] In such embodiments, the concentrator unit may comprise a second cryp-
tographic module. The explanations provided above for the first cryptographic mod-

ule apply mutatis mutandis to the second cryptographic module. The second crypto-
graphic module may comprise any kind of adequate element, like a module in a pro-

cessor or controller that is already present in the local meter interface.

[0073] If the first cryptographic module cryptographically encrypts the metering
data such that the second cryptographic module may decrypt the cryptographically
encrypted metering data, a kind of secure tunnel may be established between the

metering communication adapters and the concentrator unit. If the metering data is

11
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already cryptographically encrypted a first or inner encryption is present. The encryp-
tion performed by the first cryptographic module may be seen as a second or outer

encryption in such embodiments.

[0074] In case of the first communication interface, and the second communica-
tion interface being provided as LoRaWAN interfaces, the encryption may be per-

formed according to the LoRaWAN standard.

[0075] The first cryptographic module, and the second cryptographic module may
perform any type of adequate encryption and decryption. Possible cryptographic al-
gorithms comprise, but are not limited to, symmetrical cryptographic algorithms, like
AES (Advanced Encryption Standard) algorithms, or asymmetric cryptographic algo-

rithms, like a public/private key algorithm.

[0076] In a further embodiment, which can be combined with all other embodi-
ments mentioned above or below, the second communication interface may be con-
figured to receive data packages comprising measurement data encrypted with a first
encryption, and meta data with the encrypted measurement data encrypted with a
second encryption, wherein the second cryptographic module may be configured to
at least one of perform a single decryption of the encrypted measurement data and
the meta data, or perform a first decryption of the encrypted measurement data and

the meta data, and a second decryption of the encrypted measurement data.

[0077] As explained above, the first cryptographic module may perform a single
or double encryption. The second cryptographic module may be adapted to decrypt
the single encryption, or the double encryption accordingly. The specific configuration
of the second cryptographic module may depend on legislative requirements, or the

requirements of the respective application.

[0078] Generally, the first encryption may e.g., comprise a AES-CMAC and -CBC
authentication and encryption, or an ECC192 signature in conformance with BSI TR-
03116-3 from December 2022.

[0079] In another further embodiment, which can be combined with all other em-
bodiments mentioned above or below, the local meter interface, the first communica-
tion interface, the second communication interface, and the local interface may com-

prise bi-directional interfaces, wherein the local interface may configured to receive

12
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configuration and control data and to provide the configuration and control data to the
second communication interface, wherein the second communication interface may
be configured to transmit the received configuration and control data to the first com-
munication interface, wherein the first communication interface may be configured to
transmit the received configuration and control data to the local meter interface, and
wherein the local meter interface may be configured to output the received configura-

tion and control data.

[0080] As explained above, different kinds of local meter interfaces are possible,
while at least some of these local meter interfaces may allow bi-directional data com-

munication between the metering communication adapter, and the metering element.

[0081] With such local meter interfaces, a data path from the concentrator unit to
the single metering communication adapters may be provided by allowing the first
communication interface, the second communication interface, the local meter inter-

face, and the local interface to perform a bi-directional data communication.

[0082] This will allow e.g., a smart meter gateway coupled to the local interface to
provide data e.g., the configuration or control data, to one of the metering elements

or a group of metering elements.

[0083] The term configuration and control data in this regard refers to any type of
data that may be provided from a sender e.g., the smart meter gateway, to the meter-
ing element. Such data may, but not necessarily needs to, refer to configuration of

the metering element, or control of the metering element.

[0084] In embodiments with bidirectional data communication, the communication
system according to the present disclosure may also be used to bridge large dis-
tances in the so-called home area network, HAN, according to standard document
“PTB-A 50.8" or “BSI TR-03109-1". Such a HAN may be used to control consumers
e.g., electrical power consumers, like charging units for electric vehicles. Such con-

sumers may also be called a controllable local system, CLS.

[0085] In a further embodiment, which can be combined with all other embodi-
ments mentioned above or below, the second cryptographic module may be config-

ured to cryptographically encode the configuration and control data, and to provide

13
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the cryptographically encoded configuration and control data to the second communi-
cation interface, and the second communication interface may be configured to trans-
mit the cryptographically encoded configuration and control data to the first communi-

cation interface.

[0086] As explained above, for the transmission of the metering data, the configu-

ration and control data may also be transmitted cryptographically encrypted.

[0087] To this end, the second cryptographic module in the concentrator unit may
be adapted to cryptographically encrypt the configuration and control data prior to
transmission of the configuration and control data to the respective metering commu-

nication adapter.

[0088] In an embodiment, which can be combined with all other embodiments
mentioned above or below, the first cryptographic module may be configured to cryp-
tographically decode the received configuration and control data and to provide the
cryptographically decoded configuration and control data to the local meter interface,
and the local meter interface may be configured to output the cryptographically de-

coded configuration and control data.

[0089] In embodiments, the cryptographically encrypted configuration and control
data may be decrypted by the metering element. However, in embodiments, the me-
tering communication adapters may decrypt the cryptographically encrypted configu-
ration and control data, and provide the originally, un-encrypted configuration and

control data to the metering element.

[0090] In another further embodiment, which can be combined with all other em-
bodiments mentioned above or below, at least one metering communication adapter
may comprise a first module comprising the local meter interface and a first coupling
interface coupled to the local meter interface, and a second module comprising a
second coupling interface coupled to the first communication interface, wherein the

first coupling interface may be configured to couple to the second coupling interface.

[0091] The metering communication adapters may be provided as modular units.
Such metering communication adapters may comprise the first module that may be
individually provided for specific types of metering elements. The second module, in

contrast, may be a general module that may be used in all metering communication
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adapters as a platform or base for accommodating the different possible first mod-

ules.

[0092] In the first module the local meter interface may be, directly or indirectly,
coupled to the first coupling interface. The first coupling interface may be an electrical
interface implemented with a respective connector. Of course, further mechanical
means for fixing the first module to the second module may be provided. The first
coupling interface may also serve to receive electrical supply power to power any of

the elements provided on the first module.

[0093] The second module, as the base or carrier of the first module, comprises

the second coupling interface. The second coupling interface may form the counter-
part for the first coupling interface and provide a respective, direct or indirect, electri-
cal connection from the second coupling interface to the first communication inter-

face.

[0094] The term direct connection in this regard refers to the connection compris-
ing no further elements than the respective electrical traces or connections. An indi-
rect coupling refers to any other element being provided between the two endpoints

of the connection.

[0095] In an embodiment, the first module may e.g., only comprise a respective
interfacing element of the local meter interface, like an IR receiver, that may be di-
rectly coupled to the first coupling interface. Any other element required to drive the
interfacing element and acquire data with the interfacing element may be provided on
the second module. In other embodiments, at least a data decoding element may be
provided on the first module with the interfacing element, and the data decoding ele-
ment may decode the raw data received by the interfacing element, and provide a re-

spective digital data package or stream to the second module.

[0096] In a further embodiment, which can be combined with all other embodi-
ments mentioned above or below, the first cryptographic module may be arranged
between the local meter interface, and the first coupling interface, or between the

second coupling interface, and the first communication interface.

15



10

15

20

25

WO 2025/124748 PCT/EP2024/062291

[0097] In embodiments, the first cryptographic module may be provided on the
first module in order to cryptographically encrypt the metering data as soon as possi-
ble in the signal chain. In other embodiments, the first cryptographic module may be

provided on the second module in order to reduce the complexity of the first module.

[0098] In an embodiment, which can be combined with all other embodiments
mentioned above or below, the local interface may comprises a wired communication

interface, especially an Ethernet-based communication interface.

[0099] The concentrator unit may be provided local to the receiver of the metering
data. Especially in such embodiments, the local interface of the concentrator unit
may comprise a wired interface, like an Ethernet-based communication interface.
Such a wired interface allows for a simple connection of the concentrator unit to the

receiving unit that does not leak any data, like a wireless interface.

[0100] The local interface may also comprise a wireless interface, especially a
cellular network wireless interface, and the local interface may be configured to out-

put the metering data to a remote receiver.

[0101] In further embodiments, the local interface may comprise a wireless inter-
face. The wireless interface may serve for communication with the SMGw;, or for

transmitting the metering data to other receivers than the above-mentioned SMGw.

[0102] The wireless interface may e.g., comprise a GSM-based interface, a
UMTS-based interface, an LTE-based interface, or any other cellular communication

standard-based interface.

[0103] This allows transmitting the metering data to any receiver as required by

the respective application.

[0104] It is understood, that in embodiments, the local interface may comprise
multiple different types of interfaces, like the wired and the wireless interface, or mul-

tiple wired, and multiple wireless interfaces.

[0105] In an embodiment, which can be combined with all other embodiments
mentioned above or below, the local interface may be configured to output the meter-

ing data to a local smart meter gateway.
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[0106] Smart meter gateways, especially according to standard document “PTB-
A 50.8” and “BSI TR-03109”, are required to communicate according to a predefined
standard. The predefined standard as shown in chapter 3.3.5 of the standard docu-
ment “PTB-A 50.8”, requires the SMGw to communicate via an EIA/RS 485 bidirec-
tional physical interface, and/or via a wireless MBUS Mode (C), T unidirectional phys-

ical interface.

[0107] Therefore, the local interface of the concentrator unit may be adapted to

support all required functions of the respective communication standard.

[0108] The metering communication adapters and the concentrator unit described
herein may be implemented by any adequate combination of processors, interface

controllers, sensors, actors and the like.

[0109] A respective processor may perform control of the single elements, and
may comprise or integrate at least some of the elements. For example, such a pro-
cessor may be provided as a microcontroller that comprises a respective processing
core that is coupled to a respective local meter interface e.g., a IR sensor, and a re-
spective first communication interface. The IR sensor may be directly coupled to
such a microcontroller, and the microcontroller may decode the signals received via
the IR sensor. A respective LoORaWAN interface may be provided as first communica-
tion interface. Such a LoRaWAN interface may be coupled to the microcontroller e.g.,
via a SPI-Bus interface. The microcontroller may also comprise a TPM or any other

adequate module that may perform the function of the first cryptographic module.

[0110] Generally, a respective processor may comprise or may be provided in or
as part of at least one of a dedicated processing element e.g., a processing unit, a
microcontroller, a field programmable gate array, FPGA, a complex programmable
logic device, CPLD, an application specific integrated circuit, ASIC, or the like. A re-
spective program or configuration may be provided to implement the required func-
tionality. The processor may at least in part also be provided as a non-transitory com-
puter program product comprising computer readable instructions that may be exe-
cuted by a processing element. In a further embodiment, the processor may be pro-
vided as an addition or additional function or method to the firmware or operating
system of a processing element that is already present in the respective application

as respective computer readable instructions. Such computer readable instructions
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may be stored in a memory that is coupled to or integrated into the processing ele-
ment. The processing element may load the computer readable instructions from the

memory and execute them.

[0111] In addition, it is understood, that any required supporting or additional
hardware may be provided like e.g., a power supply circuitry and clock generation cir-

cuitry.

[0112] Generally, any computer program or computer program product disclosed

herein is to be understood as a non-transitory computer program product.

[0113] The above-provided explanations regarding the processor also apply mu-

tatis mutandis to the concentrator unit.
BRIEF DESCRIPTION OF THE DRAWINGS

[0114] For a more complete understanding of the present disclosure and ad-
vantages thereof, reference is now made to the following description taken in con-
junction with the accompanying drawings. The disclosure is explained in more detall
below using exemplary embodiments which are specified in the schematic figures of

the drawings, in which:

[0115] Figure 1 shows a block diagram of an embodiment of a communication

system according to the present disclosure;

[0116] Figure 2 shows a block diagram of an embodiment of a metering commu-

nication adapter according to the present disclosure;

[0117] Figure 3 shows a block diagram of an embodiment of a concentrator unit

according to the present disclosure;

[0118] Figure 4 shows a block diagram of another embodiment of a metering

communication adapter according to the present disclosure;

[0119] Figure 5 shows a block diagram of an embodiment of a second module for

use in a metering communication adapter according to the present disclosure;

[0120] Figure 6 shows a block diagram of an embodiment of a first module for

use in a metering communication adapter according to the present disclosure;
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[0121] Figure 7 shows a block diagram of another embodiment of a metering

communication adapter according to the present disclosure;

[0122] Figure 8 shows a block diagram of another embodiment of a metering

communication adapter according to the present disclosure;

[0123] Figure 9 shows a block diagram of another embodiment of a second mod-

ule for use in a metering communication adapter according to the present disclosure;

[0124] Figure 10 shows a block diagram of another embodiment of a second
module for use in a metering communication adapter according to the present disclo-

sure;

[0125] Figure 11 shows a block diagram of another embodiment of a concentrator

unit according to the present disclosure;

[0126] Figure 12 shows a flow diagram of an embodiment of a method according

to the present disclosure;

[0127] Figure 13 shows a flow diagram of another embodiment of a method ac-

cording to the present disclosure;

[0128] Figure 14 shows a block diagram of an embodiment of possible data pack-

ets for use with the subject of the present disclosure; and

[0129] Figure 15 shows a flow diagram of another embodiment of a method ac-

cording to the present disclosure.

[0130] In the figures like reference signs denote like elements unless stated oth-

erwise.
DETAILED DESCRIPTION OF THE DRAWINGS

[0131] Figure 1 shows a block diagram of a communication system 100. The
communication system 100 comprises a metering communication adapter 101, while
more metering communication adapters are hinted at by three dots. The metering
communication adapter 101 comprises a local meter interface 102 for communica-
tively coupling to a metering element 199, and receiving metering data 103 from the

metering element 199. The metering communication adapter 101 further comprises a
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first communication interface 104 for outputting the metering data 103. The communi-
cation system 100 further comprises a concentrator unit 107 comprising a second
communication interface 108 for receiving the metering data 103 output by the meter-
ing communication adapter 101. Further, the concentrator unit 107 comprises a local
interface 109 for output the received metering data 103 e.g., to a smart meter gate-
way 198. The explanations provided herein for any embodiment of the communica-

tion system apply mutatis mutandis to communication system 100.

[0132] In order to allow to couple the metering communication adapter 101 to a
plurality of different metering elements 199, the local meter interface 102 may com-
prise at least one of an optical interface, especially an infrared optical interface, or a
character-based optical interface, a reed-switch-based interface, a wired interface,

and a wireless interface.

[0133] Further, in order to allow adapting the communication system 100 to differ-
ent application requirements the first communication interface 104 and the second
communication interface 108 may comprise at least one of a wired data interface, a
wireless data interface, especially a wireless sub-GHz interface, more especially a

LoRaWAN interface, or a mioty interface, a WiFi interface, and a Bluetooth interface.

[0134] The local interface109 may comprise any type of interface adequate for
communicating with a receiving device 198 e.g., a smart meter gateway. Such an in-
terface may comprise any type of interface as described above for the local meter in-
terface 102, the first communication interface 104, and the second communication in-
terface 108.

[0135] It is understood, that each one of the local meter interface 102, the first
communication interface 104, the second communication interface 108, and the local
interface109 may comprise more than a single physical interface, and may support

any protocol that is required by a respective application.

[0136] In embodiments, the local meter interface 102, the first communication in-
terface 104, the second communication interface 108, and the local interface 109

may comprise bi-directional interfaces. The local interface 109 may receive configu-
ration and control data and provide the configuration and control data to the second

communication interface 108. The second communication interface 108 may transmit
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the received configuration and control data to the first communication interface 104.
The first communication interface 104 may transmit the received configuration and
control data to the local meter interface 102. The local meter interface 102 may out-
put the received configuration and control data e.g., to a metering element 199, or
may internally process the configuration and control data especially, if the configura-

tion and control data is destined to the metering communication adapter 101.

[0137] Figure 2 shows a block diagram of a metering communication adapter 201
that may be used e.g., with a communication system 100 as shown in figure 1. The
metering communication adapter 201 comprises a local meter interface 202, and a
first communication interface 204, as already described with regard to figure 1. The
explanations provided herein for any embodiment of the metering communication

adapter apply mutatis mutandis to metering communication adapter 201.

[0138] The metering communication adapter 201 further comprises a first crypto-
graphic module 215 coupled between the local meter interface 202 and the first com-
munication interface 204. The first cryptographic module 215 cryptographically en-
crypts the received metering data 203 and provides the cryptographically encrypted
metering data 216 to the first communication interface 204 for transmission to the
concentrator unit. In embodiments, although not explicitly shown, a microcontroller or
processor may be provided and coupled to the local meter interface 202, and the first
communication interface 204. The first cryptographic module 215 may be provided as
part of or in such a microcontroller or processor, or may be coupled to such a micro-
controller or processor. Further, any supporting elements, like secure key memories

may be provided.

[0139] In embodiments, encryption of the configuration and control data may be
performed with the first, and second cryptographic modules described herein, or with

additional cryptographic modules.

[0140] In figure 2, the local meter interface 202 receives a data package 220
comprising meta data 221-1, 221-2 and measurement data 222-1, 222-2. The data
package 220 comprises multiple sets of meta data 221-1, 221-2 with respective
measurement data 222-1, 222-2, wherein one to multiple such sets may be provided

in a single data package 220.
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[0141] The first cryptographic module 215 may perform a single encryption of the
measurement data 222-1, 222-2 and the meta data 221-1, 221-2. This will result in a
fully encrypted data package 220. Alternatively, the first cryptographic module 215
may perform encryption only of the measurement data 222-1, 222-2 and leave the
meta data 221-1, 221-2 unencrypted. This will allow to evaluate the meta data 221-1,
221-2 in the receiver, without a decryption step, and without publishing the actual
measurement data 222-1, 222-2.

[0142] In a further alternative, the first cryptographic module 215 may perform a
first encryption of the measurement data 222-1, 222-2, and a second encryption of
the encrypted measurement data 222-1, 222-2 and the meta data 221-1, 221-2. This
provides an additional layer of security during data transmission for the meta data
221-1, 221-2, and still allows evaluating the meta data 221-1, 221-2 in the receiver
after a first decryption step without publishing the actual measurement data 222-1,
222-2. Of course, different encryption keys and/or encryption methods may be used

for the first encryption and the second encryption.

[0143] Figure 3 shows a block diagram of a concentrator unit 307. The concentra-
tor unit 307 comprises a second communication interface 308 and a local interface
309 as already explained with regard to figure 1. The explanations provided herein
for any embodiment of the concentrator unit adapter apply mutatis mutandis to con-

centrator unit 307.

[0144] Further, the concentrator unit 307 comprises a second cryptographic mod-
ule 325 that is coupled between the second communication interface 308 and the lo-
cal interface 309. As in the metering communication adapter 201, in embodiments,
although not explicitly shown, a microcontroller or processor may be provided and
coupled to the second communication interface 308, and the local interface 309. The
second cryptographic module 325 may be provided as part of or in such a microcon-
troller or processor, or may be coupled to such a microcontroller or processor. Fur-

ther, any supporting elements, like secure key memories may be provided.

[0145] The second cryptographic module 325 may cryptographically decrypt the
received metering data and provide the cryptographically decrypted metering data
303 to the local interface 309.
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[0146] The second communication interface 308 may receive data packages
comprising measurement data encrypted with a first encryption, and meta data that
may optionally be encrypted with a second encryption together with the encrypted

measurement data.

[0147] The second cryptographic module 325 may perform a single decryption of
the encrypted measurement data and the meta data in order to at least access the
meta data. Further, the second cryptographic module 325 may perform an optional
first decryption of the encrypted measurement data and the meta data, and a second
decryption of the encrypted measurement data in order to also access the measure-

ment data.

[0148] Figure 4 shows a block diagram of another metering communication
adapter 401. The metering communication adapter 401 is split in two parts, and com-
prises a first module 430 that comprises the local meter interface 402 and a first cou-
pling interface 431 coupled to the local meter interface 402. The metering communi-
cation adapter 401 further comprises a second module 432 that comprises a second

coupling interface 433 coupled to the first communication interface 404.

[0149] The first coupling interface 431 may electrically and, optionally, mechani-
cally couple to the second coupling interface 433 for data transmission and fixation of
the first module 430 to the second module 432.

[0150] In the metering communication adapter 401, the first cryptographic module
415 is exemplarily arranged between the second coupling interface 433, and the first
communication interface 404. Alternatively, the first cryptographic module 415 may
be installed between the local meter interface 402, and the first coupling interface
431. The explanations provided herein for other embodiments of the first crypto-

graphic module apply mutatis mutandis to first cryptographic module 415.

[0151] Figure 5 shows a block diagram of an embodiment of a second module

532, also called base module, for use in a metering communication adapter.

[0152] In order to be able to connect any type of metering element, as many in-
terfaces as possible must be able to be recorded by a reading terminal device e.g.,

the metering communication adapter as discussed herein. In order to keep product
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costs and material consumption low, a modular design may be used for such meter-
ing communication adapters, as described herein with regard to the first module (also
called interface module), and the second module (also called base module) e.g., with

regard to figure 4.

[0153] The base module 532, shown in Fig. 5, comprises a circuit board 535 with
several components: A central microcontroller 536 or SoC may comprise, among
other things, a secure memory (secure key management) and a LoRaWAN trans-
ceiver (this can also be connected to the microcontroller 536 as a separate chip). The
microcontroller 536 is powered by a power source 537, like a supply battery or re-
chargeable battery. In addition, or as alternative, the board 535 may be operated with
an external power supply via external power input 538. The microcontroller 536 or a
dedicated transceiver (not shown) may be connected to an antenna e.g., of the first

communication interface 504.

[0154] The microcontroller 536 provides important interfaces (e.g. UART, digital
and analog input) as well as the power supply for the interface module via second

coupling interface 533 for the interface module.

[0155] Figure 6 shows a block diagram of a first module 630, also called interface
module, for use in a metering communication adapter according to the present dis-

closure.

[0156] The interface module 630 is shown in Fig. 6 comprises of a circuit board
635 with first coupling interface 631 as counterpart to the second coupling interface
533 of the base module 532. The board may comprise circuits for signal processing
e.g. a microcontroller 636 or SoC or DSP, but may also forward an unprocessed sig-
nal to the base module. A sensor 602, e.g. an INFO/MSB-DSS IR sensor, a pulse in-
put, a reed switch, a CCD chip/CMOS camera etc. determines a digital signal from a
variable to be measured e.g., the metering data 603 (analog: INFO/MSB-DSS on the
counter side, pulse output, rotating magnet, counter reading) and transmits this to the
signal processing 636 or directly to the base module e.g., via first coupling interface
631.
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[0157] The interface module or first module 630 is coupled to the desired inter-
face board and the corresponding housings (separately or together) are firmly con-
nected to each other. The interface module or first module 630 may then be pro-
grammed with the appropriate software (e.g. INFO-DSS evaluation or pulse summa-
tion) to connect the desired metering element (MME with INFO-DSS or MSB-DSS,
gas meter with rotating magnet, etc.) to the base station (also called concentrator unit
herein) or transmit metering data from the respective metering element to the con-

centrator unit.

[0158] The modular terminal device i.e., the metering communication adapter, as-
sembled as discussed in figures 5 and 6, therefore, functions as the "input-side part"
of the "measuring system component communication adapter" from Chapter 6 of PTB
Guideline PTB-A 50.8 from December 2014. The base station, therefore, represents
the "second part" of this communication adapter, i.e. the "interface to the LMN". This
communication adapter is thus physically separated into two parts that are securely
connected to each other via e.g., a LoORaWAN with internal and external encryption,
as explained in more detail below. In this way, the security chain required by the BSI

is maintained.

[0159] Figure 7 shows a block diagram of another metering communication
adapter 701, also called terminal device, for connecting to smart meters (digital elec-
tricity meter / mME) according to the present disclosure, and also illustrates the data

flow and system structure for such a terminal device attached to a mME.

[0160] The terminal device 701 is attached to an interface (e.g. INFO-/ MSB-
DSS) 797 of a modern metering device or mME 799. The mME sends data telegrams
703 at periodic intervals with information on the meter reading, the phase voltages,
etc. Such a telegram may contain, for example, the section {"1.8.0": 1257, "2.8.0":
960}, wherein "1.8.0", “2.8.0" my represent meta data, like a register designation, and
1257, 960 may represent actual readings. The sent telegram may be received by the
IR receiver 702, also called the local meter interface, of the interface board and is
transferred to the encryption module 715. The encrypted telegram is then sent to the
base station, also called the concentrator unit, via LoORaWAN using a sub-GHz radio
module or interface 704. It should be noted that the PowerTag i.e., the terminal de-
vice 701, may transmit several meter data sets in a combined radio telegram or sev-

eral separate radio telegrams.
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[0161] The terminal device can also be attached to the MSB-DSS. In this case,
the internal encryption by encryption module 715 can be deactivated, as the user

data is already signed on the meter side.

[0162] Analogously, a display of any meter can also be read by camera (CCD or
CMOS) in order to obtain the required register values: Here, the terminal device 701
may be attached to the meter reading display 787 of a consumption meter. The con-
sumption meter may show the meter reading via the display. The meter reading is
e.g. {"1.8.0": 1257}. The camera 702 of the interface board 701 reads the meter read-
ing and converts the recorded image into a decimal number (i.e. the digitized meter
reading shown). The data telegram formed in this way is transferred to the encryption
module 715. The encrypted telegram is then sent to the base station via LoORaWAN
using a sub-GHz radio module 704. It should be noted that the camera can record
several different meter readings (e.g. registers 1.8.0 and 2.8.0) in succession and

transmit the end device either in a combined or several separate radio telegrams.

[0163] Similarly, a pulse interface 797 of a meter may also be used to determine
metering data. Here, the terminal device 701 may be attached to a pulse interface
797 of a consumption meter. This can be either a pulse-generating element (e.g. a
rotating magnet) or a digital pulse output (e.g. reed contact) of a meter, depending on
the design of the interface board. The end device receives this pulse signal via an in-
put or a sensor 702 and adds up the number of pulses over a defined time interval.
The data telegram formed in this way is transferred to the encryption module 715.
The encrypted telegram is then sent to the base station via LoORaWAN using a sub-
GHz radio module 704.

[0164] In analogy, any other sensor values may also be sent. The interface board
may have a sensor (e.g. temperature, CO2 etc.) 702 and read it out. The data tele-
gram formed in this way is transferred to the encryption module 715. The encrypted
telegram is then sent to the base station via LoORaWAN using a sub-GHz radio mod-
ule 704.

[0165] Figure 8 shows a block diagram of a metering communication adapter
801, also called terminal device 801, according to the present disclosure. The termi-

nal device 801 of figure 8 is integrated directly into a mME.
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[0166] As described with regard to figure 7, the terminal device 801 is installed
here in a modern metering device. Via an interface 897, the mME transmits data tele-
grams 803 with information on the meter reading, phase voltages, etc. at periodic in-
tervals. Such a telegram may contain, for example, the section {'1.8.0": 1257, "2.8.0"
960}. The sent telegram is received by the interface 802 of the interface board and
transferred to the encryption module 815. The encrypted telegram is then sent to the
base station via LoRaWAN using a sub-GHz radio module 804, or first communica-
tion interface 804. The explanations, provided with regard to metering communication

adapter 701 apply mutatis mutandis also to metering communication adapter 801.

[0167] If the terminal device already receives signed user data (see MSB-DSS)

via 897, the internal encryption may be omitted.

[0168] Similar to Figure 7, the terminal device can also be integrated into the me-
ter as shown in Figure 8. Here, the terminal device 801 is physically contained inside
the mME 899. Via an internal data interface of the meter 897 (e.g. UART, M-Bus,
etc.) the mME transmits data telegrams 803 with information on the meter reading,
phase voltages, etc. at periodic intervals. Such a telegram may contain, for example,
the section {"1.8.0": 1257, "2.8.0". 960}. The sent telegram is received by the inter-
face 802 of the interface board and transferred to the encryption module 815. The
encrypted telegram is then sent to the base station via LoRaWAN using a sub-GHz

radio module 804, or first communication interface 804.

[0169] Figure 9 shows a block diagram of another second module 930 for use in
a metering communication adapter according to the present disclosure. The interface
module 930 may be coupled to a metering interface 997 of a metering unit. The sec-
ond module 930 may be provided as INFO-DSS interface board that interfaces to the
INFO-DSS interface 997.

[0170] The central task of the interface board 930 in conjunction with a main
module or base module for mME is to receive the data telegrams sent by an mME.
This requires duplication of the INFO-DSS interface 997 in order to be able to make
this interface available to the customer even after the installation of a modular termi-

nal device.
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[0171] Figure 9 shows the structure of the plug-in interface board or second mod-
ule 930 in variant 1. An mME has an INFO-DSS interface 997 consisting of a receiver
946 and transmitter 947. The terminal device or second module 930 is attached to
the INFO-DSS. The terminal device or second module 930 has a tunnel 948-1
through the device (hole through the housing), which makes the receiver 946 of the
INFO-DSS interface 946 available to the outside world without being affected. A simi-
lar tunnel 948-2 is also used for the transmitter 947. In this tunnel there is a semi-
transparent mirror 949, which transmits part of the light to the outside world and di-

rects the remaining part to the IR receiver of the interface board 950 (= sensor).

[0172] In this case, the interface board is implemented as an IR receiver with sig-

nal processing.

[0173] Figure 10 shows a block diagram of another second module 1030 for use
in a metering communication adapter according to the present disclosure. Figure 10
shows the structure of the plug-on interface board or first module 1030 in variant 2.
An mME has an INFO-DSS interface 1097 consisting of a receiver 1046 and trans-
mitter 1047. The terminal device is attached to the IR-INFO interface. The terminal
device has a tunnel 1048 through the device (hole through the housing), which
makes the receiver 1046 of the INFO-DSS available to the outside world without be-
ing affected. The signal from the transmitter 1047 is absorbed by the IR receiver
1050 of the interface board 1045. The signal is duplicated and transmitted to the out-
side world 1051.

[0174] Figure 11 shows a block diagram of a concentrator unit 1107, also called
base station 1107. The hardware components of the base station 1107 are explained

below.

[0175] Figure 11 shows the schematic structure of the hardware components of
the base station 1107. The base station 1107 consists of a main board 1155 (with

processor, memory, secure key memory, etc.) and several interfaces or slots.

[0176] The Ethernet interface 1109 is used in SMGw mode as a HAN connection

for the CLS proxy and in stand-alone mode for connection to the LAN.

[0177] A slot for a 3G/4G/5G module 1156 is used for the mobile data connection

as an alternative to the LAN in stand-alone mode (hereinafter 5G module).
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[0178] A slot for a sub-GHz radio module (for wM-Bus) 1108 is used as an LMN
interface in SMGw mode (hereinafter LMN radio module). An additional (optional) M-

Bus connection 1157 is used as a second LMN interface in SMGw mode.

[0179] One or more slots for radio modules 1158 for simultaneous communica-
tion on different frequencies (e.g. 433 and 868 MHz) and modulations (e.g. for Lo-
RaWAN, mioty etc.) are used for long-range radio connection (hereinafter: SubGHz

module).

[0180] An additional (optional) configuration port 1159 (USB, UART etc.) is used

to set important parameters.

[0181] Software for external encryption and the associated key management is

installed on the base station (e.g. LoORaWAN Network Server).

[0182] The uplink of terminal devices is explained according to Figure 12 regard-

ing the base station 1107.

[0183] Figure 12 shows the processes or method performed e.g., in the base sta-
tion 1107, when a telegram is received via the SubGHz module (uplink). The SMGw

mode of the base station was selected.

[0184] The telegram 1203 sent by a terminal device contains double-encrypted
data, e.g. {Payload: 65abdc764} as well as metadata such as SNR and the DevEUI
of the transmitting device. This telegram is received by the SubGHz module 1202 or
second communication interface and an ACK message may be sent back to the de-
vice if required. First, the outer encryption/signature is decrypted S1201 so that the

following telegram can be received, for example: {"1.8.0": 3qv9, "2.8.0": g4a}.

[0185] The base station has a securely stored database 1265 (e.g. SQL, JSON
file, etc.) with all LMN devices (e.g. electricity, gas, water meters) whose telegrams
are to be transmitted via the LMN interface. S1202 uses this database to check
whether the transmitting device is an LMN device (e.g. based on the DevEUI of the
transmitting end device). If this is the case, the meter ID (and possibly other data) as-
signed by the metering point operator is added to the data telegram in S1203 (which

is also stored in a secure database) and sent by the LMN radio module 1209 to the
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LMN radio module of an SMGw. This telegram then has the content {counter ID:
6548, "1.8.0": 3qv9, "2.8.0": g4a}, for example.

[0186] At the same time, the telegrams of the LMN devices are stored in a secure
database 1266 in order to transmit them to the SMGw via the M-Bus port following a
request from the SMGw received by the M-Bus port 1257. Due to these two inher-
ently redundant transmission paths (wM-Bus and M-Bus) to the LMN of the SMGw,
maximum reliability of the data transmission can be guaranteed. One of the two

transmission paths can also be deactivated or not physically featured.

[0187] This process maps the second LMN-side part of the communication

adapter according to PTB-A 50.8 and thus completes it.

[0188] If the transmitting device is not an LMN device, the internal encryption can
be decrypted S1204 if the key for the internal encryption has been stored in the se-
cure key memory of the base station 1267. The encrypted or decrypted telegram can
be transmitted to other devices via a SubGHz module 1256. In addition, the telegram
is converted into an MQTT (or similar) telegram and sent to the CLS proxy of an
SMGw via the HAN connection 1268.

[0189] For added value purposes, the LMN data telegram from $1203 can also
be transmitted via the CLS proxy: For this purpose, the data telegram is copied to
S1204 and runs through the same process. If necessary, the telegram can be anony-

mized in step $S1203, e.g. by removing or randomizing the meter ID.

[0190] This ensures the functions of the LMN communication adapter and the
SME. If the stand-alone module is selected instead, the database of the LMN devices
is empty so that the LMN radio module and the M-Bus interface remain unused. The
M-Bus port is also deactivated. All data is then transmitted via the LAN connection or
the 5G module.

[0191] The downlink of 5G/SMGw is explained according to Figure 13 regarding

the base station of the present disclosure.

[0192] Figure 13 shows the processes in the base station e.g., in concentrator
unit 1107, when a telegram is received via the HAN interface (downlink). The SMGw

mode of the base station was selected.
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[0193] The SMGw transmits a data telegram to the base station via the HAN in-
terface (CLS proxy). This data packet 1370 is TLS-encrypted and has the content
{data: 0572a6f01}, for example. The base station receives this command via the HAN
interface 1368. First, the outer encryption (e.g. TLS) is decrypted S1301, allowing the

type of control command to be read $S1302.

[0194] If this is a control telegram (for controlling a terminal device, e.g. wallbox),
the DevEUI (a device ID) of the target terminal device (i.e. the device that is to re-
ceive the control command) is also extracted. If the register values of the telegram
are not encrypted and the secure key memory of the base station 1367 contains an
internal key for the target terminal device, the telegram is encrypted with the internal
encryption S1303. The telegram is then encrypted with the outer encryption $S1304.
The telegram then has the form {Payload: 8¢9010}. This telegram is sent to the se-

lected end device using the SubGHz module 1308.

[0195] If this is a management telegram (e.g. add new terminal device to the net-
work), this command is evaluated on the base station and implemented $S1305. Other

mechanisms such as access to a database are included in the conversion.

[0196] If the stand-alone mode is selected instead, the command is received via
the LAN port or the 5G module (instead of from the SMGw).

[0197] According to the invention, a communication adapter, also called commu-
nication system, is thus disclosed, in particular for the smart connection of consump-
tion meters by means of long-range radio, in particular LoRaWAN and mioty,
whereby the range of the communication link between base station, in particular with
SMGw, and a consumption meter or smart meter (nME) is increased by the fact that
a communication adapter for consumption meters, in particular according to PTB, is

securely connected by means of long-range radio with network protocol.

[0198] Figure 14 shows a block diagram of a possible data packet 1520. In partic-
ular, figure 14 shows the schematic structure of a data telegram 1520 that comprises
of several data records, which in turn contain the identifier of a register 1521-1, 1521-
2, 1521-3 and the associated register values 1522-1, 1522-2, 1522-3. For the internal

encryption or signature, the content of the register values is first encrypted or signed
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with the internal key. The entire data telegram may then be encrypted/signed with a

second outer key.

[0199] This encryption architecture makes it possible, for example, to store the in-
dividual encrypted register values in separate databases without having to decrypt

the values for correct storage, as the register identifier is readable.

[0200] Depending on the programming, the inner key may be implemented as
regular (or CBC) AES encryption or, for example, as an ECC192 signature in accord-

ance with the FNN specification "EDL" (for BSI conformity).

[0201] This type of internal and external encryption is used by the MSB interface,
for example. The OMS Group presents a similar implementation, e.g. in Technical

Report 06 "OMS over LoORaWAN". However, the telegram structure described therein
requires far more bytes (see p. 38 f.) than the procedure described herein and, there-

fore, limits the device density.

[0202] Note: If (legally) prescribed, the register identifiers can also be encrypted

with the inner key.
[0203] Example: Representation of a reduced data telegram of an mME:

[0204] {
1.8.0: 56841020, register 1.8.0: Energy consumption in Wh
2.8.0: 3197930 Register 2.8.0: Energy supply in Wh

}

[0205] 1. internal encryption / signature: user data

{
1.8.0: a9b0973f,

2.8.0: Odae71
}

[0206] 2. outer encryption: complete telegram

[0207] {data: 9673100220781}
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[0208] Figure 15 shows a flow diagram of another embodiment of a method ac-
cording to the present disclosure. Figure 15 shows the procedure for internal and ex-
ternal encryption, which is referred to as the encryption module for the data flow: A
data telegram 1620 to be encrypted is passed to the encryption module. The device
has a securely stored key (e.g. AES, ECC192) 1675. This key is used to encrypt or
sign the user data of the telegram with the internal encryption S1601. This data tele-
gram 1676 is then additionally encrypted with the outer key (e.g. AES, TLS or
ECC192) S1602. The double-encrypted telegram 1677 is then returned to the device

for further data flow.

[0209] The processes, methods, or algorithms disclosed herein can be delivera-
ble to/implemented by a processing device, controller, or computer, which can in-
clude any existing programmable electronic control unit or dedicated electronic con-
trol unit. Similarly, the processes, methods, or algorithms can be stored as data and
instructions executable by a controller or computer in many forms including, but not
limited to, information permanently stored on non-writable storage media such as
ROM devices and information alterably stored on writeable storage media such as
floppy disks, magnetic tapes, CDs, RAM devices, and other magnetic and optical me-
dia. The processes, methods, or algorithms can also be implemented in a software
executable object. Alternatively, the processes, methods, or algorithms can be em-
bodied in whole or in part using suitable hardware components, such as Application
Specific Integrated Circuits (ASICs), Field-Programmable Gate Arrays (FPGASs), state
machines, controllers or other hardware components or devices, or a combination of

hardware, software and firmware components.

[0210] While exemplary embodiments are described above, it is not intended that
these embodiments describe all possible forms encompassed by the claims. The
words used in the specification are words of description rather than limitation, and it
is understood that various changes can be made without departing from the spirit and
scope of the disclosure. As previously described, the features of various embodi-
ments can be combined to form further embodiments of the invention that may not be
explicitly described or illustrated. While various embodiments could have been de-
scribed as providing advantages or being preferred over other embodiments or prior
art implementations with respect to one or more desired characteristics, those of ordi-

nary skill in the art recognize that one or more features or characteristics can be
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compromised to achieve desired overall system attributes, which depend on the spe-
cific application and implementation. These attributes can include, but are not limited
to cost, strength, durability, life cycle cost, marketability, appearance, packaging,
size, serviceability, weight, manufacturability, ease of assembly, etc. As such, to the
extent any embodiments are described as less desirable than other embodiments or
prior art implementations with respect to one or more characteristics, these embodi-
ments are not outside the scope of the disclosure and can be desirable for particular

applications.

[0211] With regard to the processes, systems, methods, heuristics, etc. described
herein, it should be understood that, although the steps of such processes, etc. have
been described as occurring according to a certain ordered sequence, such pro-
cesses could be practiced with the described steps performed in an order other than
the order described herein. It further should be understood that certain steps could
be performed simultaneously, that other steps could be added, or that certain steps
described herein could be omitted. In other words, the descriptions of processes
herein are provided for the purpose of illustrating certain embodiments, and should in

no way be construed so as to limit the claims.

[0212] Accordingly, it is to be understood that the above description is intended to
be illustrative and not restrictive. Many embodiments and applications other than the
examples provided would be apparent upon reading the above description. The
scope should be determined, not with reference to the above description, but should
instead be determined with reference to the appended claims, along with the full
scope of equivalents to which such claims are entitled. It is anticipated and intended
that future developments will occur in the technologies discussed herein, and that the
disclosed systems and methods will be incorporated into such future embodiments.
In sum, it should be understood that the application is capable of modification and

variation.

[0213] All terms used in the claims are intended to be given their broadest rea-
sonable constructions and their ordinary meanings as understood by those knowl-
edgeable in the technologies described herein unless an explicit indication to the

contrary in made herein. In particular, use of the singular articles such as “a,” “the,”
“said,” etc. should be read to recite one or more of the indicated elements unless a

claim recites an explicit limitation to the contrary.
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[0214] The abstract of the disclosure is provided to allow the reader to quickly as-
certain the nature of the technical disclosure. It is submitted with the understanding
that it will not be used to interpret or limit the scope or meaning of the claims. In addi-
tion, in the foregoing Detailed Description, it can be seen that various features are
grouped together in various embodiments for the purpose of streamlining the disclo-
sure. This method of disclosure is not to be interpreted as reflecting an intention that
the claimed embodiments require more features than are expressly recited in each
claim. Rather, as the following claims reflect, inventive subject matter lies in less than
all features of a single disclosed embodiment. Thus, the following claims are hereby
incorporated into the Detailed Description, with each claim standing on its own as a

separately claimed subject matter.

[0215] While exemplary embodiments are described above, it is not intended that
these embodiments describe all possible forms of the invention. Rather, the words
used in the specification are words of description rather than limitation, and it is un-
derstood that various changes may be made without departing from the spirit and
scope of the invention. Additionally, the features of various implementing embodi-

ments may be combined to form further embodiments of the invention.
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List of Abbreviations used in the description

mME: moderne measurement euipment: digital power meter / Smart Meter
INFO-DSS: Infrared Info Data Interface (unidirectional)
MSB-DSS: Infrared Data Interface for the operator of the metering
point (bidirectional)
Useful data: Metering data to be protected, Control data and the like e.g.,
for inner encryption
Smart Metering: Reading of main measuring points for electricity, water,
gas, etc.
Sub-metering: Reading of sub-metering points (apartment water meters,
heat cost allocators, etc.)
Control: Devices such as charging points, thermostats, etc.
Automated control: control of devices without the internet
SMGw: Smart meter gateway according to BSI (Bundesamt fur Sicherheit
in der Informationstechnik) standards for connecting domestic devices to
the Internet
EMT: external market participant (except grid operator, metering point
operator) with access to the SMGw
CLS proxy: Secure connection route between EMT and local device
LMN: Network for the transmission of metering data from smart meter-
ing
SE: Control unit for the SMGw
SME: Sub-metering unit for the SMGw
LoRaWAN: 868 MHz (long-range) radio with network protocol (MAC), also
used herein as a synonym for other radio protocols such as mioty
Base station: Base station/gateway for LoRaWAN to receive and send
radio telegrams from end devices, interface between Internet/SMGw
and LoRaWAN
DevEUI: Unique device ID in the network (cf. IP or MAC address)
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LIST OF REFERENCE SIGNS

100

101, 201, 401, 701, 801

102, 202, 402, 602, 702, 802, 1202
103, 203, 303, 603, 703, 803, 1203
104, 204, 404, 504, 704, 804

107, 307, 1107
108, 308, 1108, 1308
109, 309, 1109, 1209

215, 415, 715, 815
216, 316

220, 1520, 1620
221-1, 221-2, 1621-1, 1521-2, 15622-3
222-1, 222-2, 15622-1, 1522-2, 15622-3

325

430, 630, 930, 1030
431, 631
432, 532
433, 533

535, 635
536, 636
537
538

945, 1045
946, 1046
947, 1047
948-1, 948-2, 1048
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communication system

metering communication adapter
local meter interface

metering data

first communication interface

concentrator unit
second communication interface

local interface

first cryptographic module

cryptographically encrypted metering data

data package
meta data

measurement data

second cryptographic module

first module
first coupling interface
second module

second coupling interface

board
microcontroller
power source

external power input

housing
receiver
sender

tunnel
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949
950

1050
1051

1155
1156, 1256
1157, 1257
1158
1159

1265
1266
1267, 1367
1268, 1368

1370

1675
1676
1677

199, 299, 799, 899
198, 398
797, 897,997, 1097

S1201, S1202, S1203, S1204
S1301, S1302, S1303, S1304, S1305
S1501, S1502

S1601, S1602
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semi-transparent mirror

receiver

controller

sender

board

communication interface

M-Bus communication interface
wireless communication interface

configuration interface

database
secure database
key database

HAN communication interface

data packet

cryptographic key
single encrypted data package

double encrypted data package

metering element
smart meter gateway

metering interface

method steps
method steps
method steps

method steps
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CLAIMS
1. Communication system (100) comprising:

at least one metering communication adapter (101, 201, 401, 701, 801), the metering
communication adapter (101, 201, 401, 701, 801) comprising a local meter interface
(102, 202, 402, 602, 702, 802, 1202) configured to communicatively couple to a me-
tering element (199, 299, 799, 899), and to receive metering data (103, 203, 303,
603, 703, 803, 1203) from the metering element (199, 299, 799, 899), and compris-
ing a first communication interface (104, 204, 404, 504, 704, 804) configured to out-
put the metering data (103, 203, 303, 603, 703, 803, 1203) received from the meter-
ing element (199, 299, 799, 899); and

a concentrator unit (107, 307, 1107) comprising a second communication interface
(108, 308, 1108, 1308) configured to receive the metering data (103, 203, 303, 603,
703, 803, 1203) output by the at least one metering communication adapter (101,
201, 401, 701, 801), and comprising a local interface (109, 309, 1109, 1209) config-
ured to output the received metering data (103, 203, 303, 603, 703, 803, 1203);

wherein the local meter interface (102, 202, 402, 602, 702, 802, 1202) comprises at

least one of:

an optical interface;

an infrared optical interface;

a character-based optical interface; and
a reed-switch-based interface; and

wherein the first communication interface (104, 204, 404, 504, 704, 804) and the sec-

ond communication interface (108, 308, 1108, 1308) comprise at least one of:
a LoRaWAN interface; and
a mioty interface.

2. Communication system (100) according to any one of the preceding claims,

wherein the at least one metering communication adapter (101, 201, 401, 701, 801)
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further comprises a first cryptographic module (215, 415, 715, 815) coupled between
the local meter interface (102, 202, 402, 602, 702, 802, 1202) and the first communi-
cation interface (104, 204, 404, 504, 704, 804);

wherein the first cryptographic module (215, 415, 715, 815) is configured to crypto-
graphically encrypt the received metering data (103, 203, 303, 603, 703, 803, 1203)
and provide the cryptographically encrypted metering data (216, 316) to the first com-
munication interface (104, 204, 404, 504, 704, 804) for transmission to the concen-
trator unit (107, 307, 1107).

3. Communication system (100) according to claim 2, wherein the local meter in-
terface (102, 202, 402, 602, 702, 802, 1202) is configured to receive data packages
(220, 1520, 1620) comprising meta data (221-1, 221-2, 1521-1, 1521-2, 1522-3) and
measurement data (222-1, 222-2, 1522-1, 1522-2, 1522-3); and

wherein the first cryptographic module (215, 415, 715, 815) is configured to at least

one of:

perform a single encryption of the measurement data (222-1, 222-2, 1522-1, 1522-2,
1522-3) and the meta data (221-1, 221-2, 1521-1, 1521-2, 1522-3); and

perform a first encryption of the measurement data (222-1, 222-2, 1522-1, 1522-2,
1522-3) , and a second encryption of the encrypted measurement data (222-1, 222-
2,1522-1, 1522-2, 1522-3) and the meta data (221-1, 221-2, 1521-1, 1521-2, 1522-
3).

4. Communication system (100) according to any one of the preceding claims,
wherein the concentrator unit (107, 307, 1107) further comprises a second crypto-
graphic module (325) coupled between the second communication interface (108,
308, 1108, 1308) and the local interface (109, 309, 1109, 1209);

wherein the second cryptographic module (325) is configured to cryptographically de-
crypt the received metering data and provide the cryptographically decrypted meter-
ing data (103, 203, 303, 603, 703, 803, 1203) to the local interface (109, 309, 11089,
1209).

5. Communication system (100) according to claim 4, wherein the second com-

munication interface (108, 308, 1108, 1308) is configured to receive data packages
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(220, 1520, 1620) comprising measurement data (222-1, 222-2, 1522-1, 1522-2,
1522-3) encrypted with a first encryption, and meta data (221-1, 221-2, 1521-1,
1521-2, 1522-3) with the encrypted measurement data (222-1, 222-2, 1522-1, 1522-
2, 1522-3) encrypted with a second encryption; and

wherein the second cryptographic module (325) is configured to at least one of:

perform a single decryption of the encrypted measurement data (222-1, 222-2, 1522-
1, 1522-2, 1522-3) and the meta data (221-1, 221-2, 1521-1, 1521-2, 1522-3); and

perform a first decryption of the encrypted measurement data (222-1, 222-2, 1522-1,
1522-2, 1522-3) and the meta data (221-1, 221-2, 1521-1, 1521-2, 1522-3), and a
second decryption of the encrypted measurement data (222-1, 222-2, 1522-1, 1522-
2, 1522-3).

6. Communication system (100) according to any one of the preceding claims,

wherein the local meter interface (102, 202, 402, 602, 702, 802, 1202), the first com-
munication interface (104, 204, 404, 504, 704, 804), the second communication inter-
face (108, 308, 1108, 1308), and the local interface (109, 309, 1109, 1209) comprise

bi-directional interfaces;

wherein the local interface (109, 309, 1109, 1209) is configured to receive configura-
tion and control data and to provide the configuration and control data to the second
communication interface (108, 308, 1108, 1308);

wherein the second communication interface (108, 308, 1108, 1308) is configured to
transmit the received configuration and control data to the first communication inter-
face (104, 204, 404, 504, 704, 804);

wherein the first communication interface (104, 204, 404, 504, 704, 804) is config-
ured to transmit the received configuration and control data to the local meter inter-
face (102, 202, 402, 602, 702, 802, 1202); and

wherein the local meter interface (102, 202, 402, 602, 702, 802, 1202) is configured

to output the received configuration and control data.
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7. Communication system (100) according to the preceding claims 4 and 6,
wherein the second cryptographic module (325) is configured to cryptographically en-
code the configuration and control data, and to provide the cryptographically encoded
configuration and control data to the second communication interface (108, 308,
1108, 1308); and

wherein the second communication interface (108, 308, 1108, 1308) is configured to
transmit the cryptographically encoded configuration and control data to the first com-
munication interface (104, 204, 404, 504, 704, 804).

8. Communication system (100) according to the preceding claims 2 and 5,
wherein the first cryptographic module (215, 415, 715, 815) is configured to crypto-
graphically decode the received configuration and control data and to provide the
cryptographically decoded configuration and control data to the local meter interface
(102, 202, 402, 602, 702, 802, 1202); and

wherein the local meter interface (102, 202, 402, 602, 702, 802, 1202) is configured

to output the cryptographically decoded configuration and control data.

9. Communication system (100) according to any one of the preceding claims,
wherein the at least one metering communication adapter (101, 201, 401, 701, 801)

comprises:

a first module (430, 630, 930, 1030) comprising the local meter interface (102, 202,
402, 602, 702, 802, 1202) and a first coupling interface (431, 631) coupled to the lo-
cal meter interface (102, 202, 402, 602, 702, 802, 1202); and

a second module (432, 532) comprising a second coupling interface (433, 533) cou-
pled to the first communication interface (104, 204, 404, 504, 704, 804);

wherein the first coupling interface (431, 631) is configured to couple to the second
coupling interface (433, 533).

10. Communication system (100) according to the preceding claims 2 and 9,

wherein the first cryptographic module (215, 415, 715, 815) is arranged:

between the local meter interface (102, 202, 402, 602, 702, 802, 1202), and the first
coupling interface (431, 631); or
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between the second coupling interface (433, 533), and the first communication inter-
face (104, 204, 404, 504, 704, 804).

11.  Communication system (100) according to any one of the preceding claims,
wherein the local interface (109, 309, 1109, 1209) comprises a wired communication

interface, especially an Ethernet-based communication interface.

12.  Communication system (100) according to any one of the preceding claims,
wherein the local interface (109, 309, 1109, 1209) comprises a wireless interface, es-
pecially a cellular network wireless interface, and wherein the local interface (109,
309, 1109, 1209) is configured to output the metering data (103, 203, 303, 603, 703,

803, 1203) to a remote receiver.

13.  Communication system (100) according any one of claims 11 and 12, wherein
the local interface (109, 309, 1109, 1209) is configured to output the metering data
(103, 203, 303, 603, 703, 803, 1203) to a local smart meter gateway (198, 398).
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AMENDED CLAIMS
received by the International Bureau on 14 April 2025 (14.04.2025)

1. Communication system (100) comprising:

at least one metering communication adapter (101, 201, 401, 701, 801), the metering
communication adapter (101, 201, 401, 701, 801) comprising a local meter interface
(102, 202, 402, 602, 702, 802, 1202) configured to communicatively couple to a
metering element (199, 299, 799, 899), and to receive metering data (103, 203, 303,
603, 703, 803, 1203) from the metering element (199, 299, 799, 899), and
comprising a first communication interface (104, 204, 404, 504, 704, 804) configured
to output the metering data (103, 203, 303, 603, 703, 803, 1203) received from the
metering element (199, 299, 799, 899); and

a concentrator unit (107, 307, 1107) comprising a second communication interface
(108, 308, 1108, 1308) configured to receive the metering data (103, 203, 303, 603,
703, 803, 1203) output by the at least one metering communication adapter (101,
201, 401, 701, 801), and comprising a local interface (109, 309, 1109, 1209)
configured to output the received metering data (103, 203, 303, 603, 703, 803, 1203);

wherein the local meter interface (102, 202, 402, 602, 702, 802, 1202) comprises at
least one of:

an optical interface;

an infrared optical interface;

a character-based optical interface; and
a reed-switch-based interface; and

wherein the first communication interface (104, 204, 404, 504, 704, 804) and the

second communication interface (108, 308, 1108, 1308) comprise at least one of:
a LoRaWAN interface; and
a mioty interface;

wherein the at least one metering communication adapter (101, 201, 401, 701, 801)
further comprises a first cryptographic module (215, 415, 715, 815) coupled between
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the local meter interface (102, 202, 402, 602, 702, 802, 1202) and the first
communication interface (104, 204, 404, 504, 704, 804);

wherein the first cryptographic module (215, 415, 715, 815) is configured to
cryptographically encrypt the received metering data (103, 203, 303, 603, 703, 803,
1203) and provide the cryptographically encrypted metering data (216, 316) to the
first communication interface (104, 204, 404, 504, 704, 804) for transmission to the
concentrator unit (107, 307, 1107);

wherein the local meter interface (102, 202, 402, 602, 702, 802, 1202) is configured
to receive data packages (220, 1520, 1620) comprising meta data (221-1, 221-2,
1521-1, 1521-2, 1522-3) and measurement data (222-1, 222-2, 1522-1, 1522-2,
1522-3); and

wherein the first cryptographic module (215, 415, 715, 815) is configured to

perform a first encryption of the measurement data (222-1, 222-2, 1522-1, 1522-2,
1522-3) , and a second encryption of the encrypted measurement data (222-1, 222-
2, 1522-1, 1522-2, 1522-3) and the meta data (221-1, 221-2, 1521-1, 1521-2, 1522-
3);

wherein the concentrator unit (107, 307, 1107) further comprises a second
cryptographic module (325) coupled between the second communication interface
(108, 308, 1108, 1308) and the local interface (109, 309, 1109, 1209); and

wherein the second cryptographic module (325) is configured to cryptographically
decrypt the received metering data and provide the cryptographically decrypted
metering data (103, 203, 303, 603, 703, 803, 1203) to the local interface (109, 309,
1109, 1209).

2. Communication system (100) according to claim 1, wherein the first
cryptographic module (215, 415, 715, 815) is further configured to perform a single
encryption of the measurement data (222-1, 222-2, 1522-1, 1522-2, 1522-3) and the
meta data (221-1, 221-2, 1521-1, 1521-2, 1522-3).

3. Communication system (100) according to any one of the preceding claims,
wherein the second communication interface (108, 308, 1108, 1308) is configured to

receive data packages (220, 1520, 1620) comprising measurement data (222-1, 222-
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2,1522-1, 1522-2, 1522-3) encrypted with a first encryption, and meta data (221-1,
221-2,1521-1, 1521-2, 1522-3) with the encrypted measurement data (222-1, 222-2,
1522-1, 1522-2, 1522-3) encrypted with a second encryption; and

wherein the second cryptographic module (325) is configured to at least one of:

perform a single decryption of the encrypted measurement data (222-1, 222-2, 1522-
1, 1522-2, 1522-3) and the meta data (221-1, 221-2, 1521-1, 1521-2, 1522-3); and

perform a first decryption of the encrypted measurement data (222-1, 222-2, 1522-1,
1522-2, 1522-3) and the meta data (221-1, 221-2, 1521-1, 1521-2, 1522-3), and a
second decryption of the encrypted measurement data (222-1, 222-2, 1522-1, 1522-
2, 1522-3).

4. Communication system (100) according to any one of the preceding claims,
wherein the local meter interface (102, 202, 402, 602, 702, 802, 1202), the first
communication interface (104, 204, 404, 504, 704, 804), the second communication
interface (108, 308, 1108, 1308), and the local interface (109, 309, 1109, 1209)

comprise bi-directional interfaces;

wherein the local interface (109, 309, 1109, 1209) is configured to receive
configuration and control data and to provide the configuration and control data to the
second communication interface (108, 308, 1108, 1308);

wherein the second communication interface (108, 308, 1108, 1308) is configured to
transmit the received configuration and control data to the first communication
interface (104, 204, 404, 504, 704, 804);

wherein the first communication interface (104, 204, 404, 504, 704, 804) is
configured to transmit the received configuration and control data to the local meter
interface (102, 202, 402, 602, 702, 802, 1202); and

wherein the local meter interface (102, 202, 402, 602, 702, 802, 1202) is configured
to output the received configuration and control data.

5. Communication system (100) according to the preceding claim 4, wherein the
second cryptographic module (325) is configured to cryptographically encode the
configuration and control data, and to provide the cryptographically encoded
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configuration and control data to the second communication interface (108, 308,
1108, 1308); and

wherein the second communication interface (108, 308, 1108, 1308) is configured to
transmit the cryptographically encoded configuration and control data to the first
communication interface (104, 204, 404, 504, 704, 804).

6. Communication system (100) according to the preceding claim 3, wherein the
first cryptographic module (215, 415, 715, 815) is configured to cryptographically
decode the received configuration and control data and to provide the
cryptographically decoded configuration and control data to the local meter interface
(102, 202, 402, 602, 702, 802, 1202); and

wherein the local meter interface (102, 202, 402, 602, 702, 802, 1202) is configured
to output the cryptographically decoded configuration and control data.

7. Communication system (100) according to any one of the preceding claims,
wherein the at least one metering communication adapter (101, 201, 401, 701, 801)

comprises:

a first module (430, 630, 930, 1030) comprising the local meter interface (102, 202,
402, 602, 702, 802, 1202) and a first coupling interface (431, 631) coupled to the
local meter interface (102, 202, 402, 602, 702, 802, 1202); and

a second module (432, 532) comprising a second coupling interface (433, 533)
coupled to the first communication interface (104, 204, 404, 504, 704, 804);

wherein the first coupling interface (431, 631) is configured to couple to the second
coupling interface (433, 533).

8. Communication system (100) according to the preceding claim 7, wherein the
first cryptographic module (215, 415, 715, 815) is arranged:

between the local meter interface (102, 202, 402, 602, 702, 802, 1202), and the first
coupling interface (431, 631); or

between the second coupling interface (433, 533), and the first communication
interface (104, 204, 404, 504, 704, 804).
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9. Communication system (100) according to any one of the preceding claims,
wherein the local interface (109, 309, 1109, 1209) comprises a wired communication

interface, especially an Ethernet-based communication interface.

10.  Communication system (100) according to any one of the preceding claims,
wherein the local interface (109, 309, 1109, 1209) comprises a wireless interface,
especially a cellular network wireless interface, and wherein the local interface (109,
309, 1109, 1209) is configured to output the metering data (103, 203, 303, 603, 703,
803, 1203) to a remote receiver.

11.  Communication system (100) according any one of claims 9 and 10, wherein
the local interface (109, 309, 1109, 1209) is configured to output the metering data
(103, 203, 303, 603, 703, 803, 1203) to a local smart meter gateway (198, 398).
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